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Senator Graham; Senator Talent; members of the Commission. Thank you 

for inviting me to speak to you today.

You have asked me to address the role of law enforcement in preventing the 

use of weapons of mass destruction by terrorist groups.   I will do this principally by 

describing the New York City Police Department’s program to counter this threat.  

To begin, it is important to emphasize that many of the most effective, critical 

steps to prevent the use of a weapon of mass destruction against an American city lie 

outside the control of any one municipal law enforcement agency.   Specifically:

o In the case of nuclear weapons, the most important step is to ensure 

that intact weapons and fissile material (highly enriched uranium or 

plutonium) never fall into terrorist hands.   This is the responsibility 

of the federal government.

o In the case of radiological weapons – “dirty bombs” -- the threat 

stems in large part from the inadequate security of  high-strength 
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radioactive materials at hospitals, certain industries, and waste 

products from nuclear power generation.   Again, the federal 

government has the authority to regulate the security standards of 

these materials but to date has done so only weakly. 

o In the case of biological weapons, it is well known that the large-scale 

release of certain bio-warfare agents will swiftly overwhelm the 

consequence-management capacity of any American city.  Again, it is 

the responsibility of the federal government to backstop the local 

efforts to manage the health effects of the attack.   The inadequacy of 

the federal programs to perform this function has been revealed 

repeatedly in exercises and studies going back to the late 1990s.

I hope that your Commission will draw attention to these and many other 

areas in which the federal government should be doing far more than it currently is.

Here in New York City, I can say with confidence that the New York City 

Police Department is doing everything it can to protect the City from the most 

dangerous form of terrorism imaginable.  We operate an array of programs to do 

this.  Some are run solely by the Police Department; others are joint programs 

involving partners from the federal government or surrounding jurisdictions. 

It is important to remember that weapons of mass destruction terrorism is, 

first and foremost, terrorism.   In other words, behind every plot to use a weapon of 

2



mass destruction against New York City will be one or more individuals.   By far the 

most important contribution of law enforcement, therefore, is to detect, identify, and 

apprehend these individuals before they are able to carry out their strike.

To that end, the NYPD investigates terrorist threats both unilaterally and in 

cooperation with the federal government.    Our Intelligence Division is responsible 

for investigating leads that may indicate possible terrorist activity, and employs a 

variety of different techniques to do so.   They include a network of detectives based 

in 11 global cities, who travel widely to gather information at the scene of terrorist 

attacks and work with foreign counterparts.  In addition, we have assigned over 125 

investigators to the NYPD-FBI Joint Terrorist Task Force, which is the centerpiece 

of the federal government’s program to investigate terrorist threats against the 

country.     

The importance of these efforts is amply demonstrated by the numerous 

plots against New York City that have been defeated over the past 7 years, including 

against the Brooklyn Bridge; the New York Stock Exchange, the Citicorp building, 

the subway system, the Herald Square station, the Path train tunnels and the jet-

fuel pipeline and supply tanks at John F. Kennedy Airport.   It is also worth 

remembering one plot that succeeded: the anthrax attacks that struck New York one 

week after September 11th.

Our program is not, however, limited to investigations and intelligence work. 
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Every day we conduct operations to better defend New York City from weapons of 

mass destruction, and we are in the process of putting in place an array of 

technological systems that will give the City a defensive capability that is unrivaled 

in the world.

Thanks in part to special programs launched with the help of the federal 

government, New York City’s effort to counter the threat of nuclear and radiological 

weapons is among the most advanced of any city in the world today.   In the past 

four years we have distributed over 1,000 advanced personal radiation pagers to our 

patrol officers and, increasingly, to officers in neighboring jurisdictions.  Starting in 

2004, we implemented mandatory chemical, biological, and radiological response 

training for every recruit in the Police Academy.  We have trained thousands of our 

senior police officers in this crucial responsibility as well.  

In addition, on a daily basis, we deploy a large number of highly sensitive, 

vehicle-based radiation detection systems.  At this very moment, for example, NYPD 

officers are operating a radiation checkpoint on 42nd Street -- something we do every 

day -- using a truck-based radiation sensor that is capable not just of identifying the 

presence of alpha and gamma radiation but of identifying the particular isotope in a 

passing vehicle.

NYPD operations of this sort are not new.   We have been performing 

radiation surveys since the summer of 2004, before the Republican National 

4



Convention. During the summer of 2005, the NYPD and U.S. Department of Energy 

(DOE) jointly oversaw an aerial radiation survey of New York City using a specially 

equipped radiation detection helicopter.  This survey gave the NYPD a baseline map 

of radiation in New York City.  We continue to conduct radiation surveys prior to all 

major events in the City.

Recently, the Securing the Cities program has allowed the NYPD and its 

partner agencies to reach for an unprecedented level of sophistication and intensity 

in our radiation detection operations.  

Securing the Cities was launched by DHS in mid-2006 with the aim of 

enabling advanced radiation detection and interdiction operations by a consortium 

of agencies from New York, New Jersey, and Connecticut.

Our next steps in the Securing the Cities program will be to wirelessly 

connect our mobile radiation detection systems and to install fixed versions of this 

equipment on the bridges and tunnels leading into the island of Manhattan.   These 

capabilities will be integrated with the CCTV and license plate reader systems the 

Department is already in the process of procuring, giving us a unique capacity to 

identify, track, and respond to radiation threats to the City.  

This ability, combined with an array of 3,000 public and private sector 

CCTV cameras, bio-warfare agent sensors, and sophisticated video analytics 
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software, is central to our Lower Manhattan Security Initiative.  This plan is a 90 

million dollar undertaking, funded jointly by New York City and the federal 

government to secure the world’s financial center against attack.   

I would like to emphasize, however, that the achievement of these objectives 

depends on adequate funding for the STC initiative.  As you know, our original 

request for $40 million dollars was reduced in the Fiscal Year 09 appropriations 

budget by $10 million.  We need that money to be restored.  Given the complexities 

of the federal grant process, we are still waiting on the $40 million appropriated to 

us in Fiscal Year 08.  Most importantly, we need the continued commitment of the 

Department of Homeland Security under the next President, as well as the next 

Congress.  

The centerpiece of the City’s biodefense program is the BioWatch program, 

which the NYPD manages in cooperation with the Department of Homeland 

Security and the City’s Department of Health and Mental Hygeine and Department 

of Environmental Protection.   This system is a network of atmospheric samplers 

that continually monitor the air for the presence of the disease-causing micro-

organisms most likely to be used in a bioterrorist attack.   This technology, which is 

augmented by the City’s syndromic surveillance program, aims to provide the 

earliest possible warning of a bioterrorist attack.

Unfortunately, BioWatch is a low priority in the federal government and 
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urgently needs modernization.   The primary air sampling unit in the BioWatch 

program requires filter cartridges to be manually retrieved and processed at the 

Public Health Laboratory.  This out-dated and highly inefficient process can cause 

time-lags in detection of over 24 hours.

A more advanced and promising system is the Autonomous Pathogen 

Detection System.   APDS is a fully automated system that electronically transmits 

the results of its atmospheric analysis within 2 to 4 hours of collection.  Currently 

there are only six such systems deployed worldwide, all of them in Manhattan.

 

The Department of Homeland Security plans to expand the APDS project 

later this year, but has indicated that no increase in coverage will be provided to 

New York City.  While we recognize the need for other jurisdictions to enhance their 

capacities to protect themselves, every credible threat analysis in the country shows 

New York City to be a premier terrorist target.  The real problem, of course, is that 

advanced domestic bio-surveillance of the sort we need here in New York City is a 

low-priority in federal government, as evinced by the anemic budget of the 

BioWatch program.

Finally, the NYPD is also pursuing a number of different programs to reduce 

the risk of chemical terrorism in New York City.  We are working with the 

Metropolitan Transit Authority to make a chemical weapons detection system 

operational in the subway.  We are studying how to adapt our license plate reader 
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systems to read Hazmat placards on vehicles and rail car.     Since 2004, our officers 

make regular visits to the owners and managers of chemical storage facilities to 

ensure that dangerous chemicals are properly secured.

From time to time we also conduct “red cell” operations to check for 

compliance with the law and to identify deficiencies in existing regulations.  The 

most recent of these was “Operation Green Cloud,” an undercover operation to test 

the ease of acquiring chlorine in a form that could be disseminated as a weapon. 

The fact that such deadly precursors could be delivered to the would-be terrorist’s 

doorstep without impediment was alarming to say the least.  

It is one more glaring example of where we need the federal government to 

step up and address vulnerabilities that put the public at risk.  Whether it’s fixing 

gaping holes in regulation, securing loose nuclear materials abroad, or fully funding 

programs here at home that represent our last line of defense, we have absolutely no 

time to lose.  Everything we know about Al Qaeda tells us they will try to hit us 

again, possibly the next time with a Weapon of Mass Destruction.  We must do 

everything in our power to stop them before it’s too late.  
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