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ABSTRACT modern operating systems have not evolved to accommtuate

Every operating systeembodiesa collection of design decisions ~ €normousshift in how computersare used.
Many of the decisiondehindt oday 6s m o [Eertatingp o plull A
systems haveremained unchanged, eveas hardware and '
softwarehaveevolved Operating systems form the foundation of
almost every software stackp inadequaciesn presentsystems
have a pervasiveimpact This paper descrilsethe efforts of the
Singularity project tae-examine these design choices in light of
advances in programming languages and verification .tools
Singularity system incorporate three key architectural features:
softwareisolated processes fprotectionof programsand system
services contractbased channels for communicatiorand
manifestbased programs faerification of system propertieg/e
describe thigoundationin detail andsketch theongoingresearch From the beginningsingularityhas beemriven by thefollowing

Joufney, not a Destination

In the Singularity project, whavebuilt a new operating system, a
new programminglanguage, and newoftware verificatiortools
The Singularity operating system incorporates a sefiware
architecture based on software isolation of pesses Our
programming language, Sing®], is an extension of C# that
provides verifiable first-class support for OScommunication
primitives as well astrongsupport for sygms programming and
code factoring The sound verification tools detectprogrammer
errors early in the development cycle

in experimentasystemghatbuild upon it question: what would a software platform look like if it was
designed from scratch with the primary goal ofimproved
Keywords dependability and trustworthines® To this end, we have

Operating systems, safe programming languages, programchampionedthree strategiesFirst, the grvasive use of safe
verification, program specificatiorsealed process architecture, programming languageseliminates many preventabledefects
sealed kernel softwareisolated processes (SIPs), hardware such as buffer overrunsSeconl, the useof sound program
protection domains manifestbased progims (MBR), unsafe verification tools further guarantees that entire classes of

code tax programmer errors are removed from the system early in the
development cycleThird, an improved system architecture stops
1. |NTRODUCT|ON ) _ ) the propagation of runtime errors aeell-defined boundarigs
Every operating systemembodies a collection of design  making it easier to achieve robust and correct system behavior.
decision$ some explicit, some implicifThese decisionmclude Although dependability is difficult to measure in a research

the choice of implementationlanguage the program protection  prototype,our experiencéias convinced us dhe practicality of
mode| the security modelthe sywtem abstractionsand many new technologies andesigndecisions, whichwe believe will

others lead to more robust and dependable systems in the future.
Contemporaryoperating systendsWindows, Linux, Mac OS X,  Singularity is a laboratoryfor experimentation in new design

and BSD3 share a large number of design decisionsThis ideas not a design solutiorWhile we like to think our current
commonality is not entirelyaccidental,as these systems are all  code base represents a significant step forward froar prork,

rooted in OS architectures and developmardls of the late wedo notsee it as anor ahiendeirmitséifA sy st en

19600s earlsg Ld 7.0 Gigen the common operating  researctprototype such aSingularity is intentioally a work in
environments, the same programming language, and sins@r  progress it is a laboratoryin which we continue toexplore
expectations, it is not surprising that designers of these systemsmplementatios and tradeoffs.

made similar decisions.While some design decisionkave

withstoodthe test of time, othetsaveagal less gracefully In the remainder of this par, we describe the common

_ _ ) _ _ _ architectural foundation shared by all Singularity systedestion
The Singularity project started in 2003 ieexaminethe design 3 describes the implementation of the Singularity kernel which

decisions and increasilyg obvious shortcomingsof existing providesthe base implementation of thfstundation Section 4
systemsand software stask These shortcomingsinclude: wide- surveys our work over the last tee years within the Singularity
spread security vulnerabilities unexpected interactions among  project to explore new opportunities in the OS and system design
applications failures caused by errant extensions, piag, and space Finally, in Section 5, wsummarize our work to datnd
drivers and a perceived lack of robustness. discussareas ofuture work.

We believe that many ofhese problens are attributable to 2 ARCHITECTURAL FOUNDATION

systems that have not evolval far beyond the computer X ; i )

architecturesand programmi ng | angu ag B'§Singylarity sysiegeonsists gf ghgpey archjtectural features
19706s. The computing enviroryaesolald prpcgsses coracibasgdqchapngly ang e  y
different from today. Computers were extremely limited in speed Manifestbased programsSoftwareisolated processes provida a

and memonycapacity They wereused only by a sniiagroup of environment for program executionprotected from external

benigntechnical literatiand were rarely networked or connected interference Contracibased channelsenable fast, verifiable
to physical devices. None of thesequirementsstill hold, but messagédased communication between  processifanifest
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Figure 1. Architectural features of a Softwarelsolated Proces
(SIP) including threads, channels, messages, and an ABI
the kernel.

based programdefine the cod¢hat rurs within softwareisolated
processeandspecify itsverifiable behavioral properties

A guiding philosophy behind Singularity is one of simpljaitver
richness The foundational featuregespectivelyprovide basic
support for execution, communication, asgistem verification
and are abedrock design upon which dependable, verifiable
systens can be built

2.1 Software-Isolated Processes

The first foundationalfeaturecommon toSingularity systemsis
the Softwarelsolated ProcesqSIP). Like processes in many
operating systems, a SIP asholder of processing resources and
provides thecontext for program executiorHowever, unlike
traditional processe$IPs take advantage thietype and memory
safetyof modern programming languagts dramatically reduce
the cost of isolating safe code.

Figure 1lillustrates the architectural features of a .S3FPs share
many properties with processes in other opegatsystems
Execution ofeach useprogram occurwithin the context of a
SIP. Associated witha SIP is a set of memorgagescontaining
codeanddata A SIP contairs one or more threads of executidn
SIP executes witha security identity and hasssocided OS
security attributesFinally, SIPs provide information hiding and
failure isolation.

Someaspectof SIPs have been explored in previous operating
systens, but with less rigor tham Singularity SIPsdo not share
datg so all communications occuithrough the exchange of
messages over messag@assing conduitscalled channels
Singularity adds the rigor of statically verifiabt®ntracs. A
contractspecifiesthe messages and protodot communication
across all channels ofa given type SIPs acces primitive
functions suchasthose thasend and receive messages, through
an Application Binary Interface (ABI) to the kerneThe
Singularity ABI has a rigorous design that includes yull
declarativeversioning informationlt providessecurdocal acess

to the most primitive aspects of computafiomemory,
execution, and communicatidorand excludes semantically
ambiguous constructs suchiedl

SIPs differ from conventional operating systprocesses inther
ways They camot sharewritable memorywith other SIPsthe
code within aSIP is sealed at execution timend SIPs are
isolatedby software verificationnothardware protectian

Cost (in CPU Cycles)
API Thread | Message | Process
Call Yield Ping/Pong| Creation
Singularity 80 365 1,090 388000
FreeBSD 878 911 13,30 | 103,000
Linux 437 906 5800 719000
Windows 627 753 6,39 | 5,30000

Table 1. Basic process costen AMD Athlon 64 3000+
(1.8 GHz) CPU with an NVIDIA nForce4 Ultra chipset

In other wordsSIPs are closed object spacéke objects in one
SIP may not be modified or directly accessed by ather SIP.
Communication betweeBIPsoccursby transferring thexclusive
ownership of datin messagedA linear type system and a special
area of memory known as tlexchange heapllows lightweight
exchange of evewery large amounts of data, but sbaring.

As a consequence, SIPs execute autonomously: each SIP has its
own data layouts, rutime system, and garbage collector.

SIPs aresealedcode spacesis a sealedprocess a SIPcannot
dynamically loador generate codeto itself Sealed processes
compel a common extension mechanism for both the OS and
applications: extension code executes in a new process, distinct
from it SIP. Bealsed pracessesffer a number of
advantages. Thepcrease the ability of program analysis tools to
detect defets statically They enable stronger security
mechanisms, such as identifying a process by its code content
They canalso eliminate the need to duplicate @§le access
control in the runtime execution environmentd recent
Singularity papeff14] provides a thorough analysis of the trade
offs and benefits of sealed processes.

SIPsrely onprogramming languaglpe and memorgafetyfor
isolation instead ofmemory management hardwarhrough a
combination of static verification and runtime checks, Singularity
verifies that user code in a SIRmot access memory regions
outside the SIPWith process isolation provided by software
rather than hardwarejultiple SIPs can reside insanglephysical

or virtual address spack the simplest Singularitgystems the
kernel and all SIPs share a degernetmode address spacks

will be discussed in Sectiof.2, richer systems can be buby
layeiing SIPs into multiple address spaces at both user and kernel
protection levelsAiken et al [1] evaluate theradeoffs between
software and hardware isolation

Communication between SIPs incurs low overhead and &#s
inexpensive to creatand destroy as compared to hardware
protectedprocessegsee Tablel). Unlike a hardware protected
process,a SIP can be created witht creating page tables or
flushing TLBs Context switches between SIPs also have very low
overhead as TLBs and virtually addredsaches need not be
flushed On termination a SIP6s resources
reclaimed and ts memory pages recycledithout involving
garbage collectian

Low cost makes it practical to use SIPs as a-@iran iolation

and extension mechanism to repl#éoe conventional mechanisms
of hardwareprotectedprocesses andnprotecteddynamic code
loading. As a consequence, @utarity needs only one error
recovery model, one communication mechanism, one security
architecture and one programming model, rather than the layers
of partially redundant mechanisms and polidiesnd in current
systems.



NicDevice

Figure 2. Channels between a network driver and stack.
A key experiment inthe Singuarity projectis to construct an
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entire operating system using SIPs and demonstrate that the
resulting system is more dependable than a conventional system

The results so far are promisinglPsare cheap enough to fit a
fi n at sgoftwale @evelopmergranularity of one developer or
team per SIPand lightweight enoughto provide faultstop
boundaries foaberrant behavior.

2.2 Contract-BasedChannels

All communication between SIPs in Singularity flows through
contractbasedchannels A channel is a bdiredional message
conduitwith exactly two endpoints. A channglovides dossless,
in-order message queu&emantically, each endpoint has a

receive queueSending on an endpoint enqueues a message on the

ot her e n d p guenet Adchannel eesdpainidimngs to
exactly one threadt a time Only thee n d p oawmirig éhsead
can dequeue messadasm itsreceive queuer send messages to
its peer.

Communication across a channel described bya channel
contract. The two ends of a channel are not synicnétr a
contract One endpoints the importing end (Imp) and the other
the exporting end (Exp)n the Sing# languagéhe endpointgre
distinguisheddy typesC.Imp andC.Exp , respectively whereC is
the channel contract governing the interaction.

Channel contractare declaredn the Sing# languagé contract

contract NicDevic e {
out message Devicelnfo(...);
in message RegisterForEvents(NicEvents.Exp:READY c);
in message SetParameters(...);
out message InvalidParameters(...);
out message
in message
in message
in message
out message
in message
out message
out message

Success();

StartlO();

ConfigurelO();

PacketForReceive  (byte[] in ExHeap p);
BadPacketSize(byte[] in ExHeap p, int m);
GetReceivedPacket();
ReceivedPacket(  Packet
NoPacket();

* in ExHeap p);

state START: one {

Devicelnfol! Wy | O_CONFI GURE_BEGI N

}
state
Regi
e

I0_CONFIGURE_BEGIN: one {
sterFor Events?

w
t Parameters? w | O_CONFI GURE_/

idParameters!
s! w | O_CONFI

}
state  |O_CONFIGURED: one {

10?2 w | O_RUNNI NG;
10?  u IO_CONFIGURE_BEGIN;

w | O_CONFI GUR
GURED;

@D ~

r
Configur

state IO_RUNNING: one {
Packet For Re c éSucecess? | onBadPacketSize!)
W | O_RUNNI NG;
Get Recei vedPacket ? uw
W | O_RUNNI NG;

,
}

Listing 1. Contract to access a network device driver.

( R erc MoPaclkett) P a

contract NicEvents {
enum NicEvent Type {
NoEvent, ReceiveEvent, TransmitEvent, LinkEvent

out message
in message

NicEvent(NicEventType e);
AckEvent();

state READY: one {

Ni cEvent! wy AckEvent? ! READY;

consiss of message declarations and a set of named protocol} )
states. Message declarations state the number and types Ol jsting 2. Contract for network device events.

arguments for each message and an optional message directior-

Each statespecifies the possible message sequences leading tl2t€I0_RUNNING In statel O_RUNNING the client provides the

other states in the state machine.

We will explain channel contractBrougha condensed version of
the contact for network device drivershownin Listing 1. A
channel contract is written from thperspective of the SIP

driver with packet buffers to be used rfancoming packets
(messagePacket For Receive ). The driver may respond with
BadPacket Size , returning the buffer and indicating the size
expected. Thisway, the client can provide the driver with a
number ofbuffers for incoming packets. The client cask dor

exporting a servicand starts in the first listed state. Message packetswith received data through messaget Received -

sequences consief a message tag and a message direction signp,cyet

(t for Exp tolmp), and ¢ for Imp to Exp). The message direction
signs are notstrictly necessary if messagdeclarations already
contain a direction i, out ), but the signs make the state
machinemore humasreadable.

In our example, the first state &TART and the networldevice
driver starts the conversation by sending d¢hient (probably the
netvork stacR information about the devicevia message
Device Info . After that the conversation is inthe
I0_CONFIGURE BEGIN state, where the client must semdssage
Register For Events to register another channel for receiving
events and set various parametersriafeoto gethe conversation
into thelO_ CONFIGUREDstate. If somethingoes wrong during
the parameter setting, the driveain force the client to start the
configuration again by sendingessagdnvalid Parameters
Once the conversation is the |0 _CONFIGURED state, the client
can either start/O (by sendingStartiO ), or reconfigure the
driver (ConfigurelO ). If 1/O is startedthe conversation is in

and the driver either returns such a packet via
Received Packet or states that there are no more packets with
data (oPacket ). Similar message sequences are present for
transmitting pakets,but we elide them in the example.

From the channel contract it appears that the client fj@lidriver
to retrieve packets. However, we hawet yet explainedthe
argument of messagRegisterForEvents . The argument of
type NicEvents.Exp:READY  descibes an Exp channendpoint
of contractNicEvents in stateREADY This endpointargument
establishes a second channel betweerclieat and the network
driver over which the driver notifiehe client of important events
(such as the beginning oftaurst of packet arrivals). The client
retrieves packets wheit is ready through theNicDevice
channel. Figure shows theconfiguration of channels between
the client and the networlklriver. The NicEvents contract
appears in Lishg 2



Channels enable efficieand analyzableommunication between  Code for an MBP can be included as an inlglementof the

SIPs When combined with support for linear types, Singularity manifest orbe provided in separate filednterpreted eripting

allows zerecopy exchange of large amounts of data between SIPslanglages, such as the Singularity shell language, can easily be
access channel8]. In addition, he Sing# compiler can statically included asnline elements oA manifest On the other hand, large

verify that send and receive operations channelsnever are compiled applicationsnay consist of numerous binariesome

appled in the wrong protocol statd separatecontract verifier unique to the MBP and some shared with other M&fRs stord

can read a programods b y whech coirdaerepa)rasdltsrtyatsiseym&rlzyti@skteyriffryom the N
contracts aresed within a program and that the code conforms to Si t MEPs marifestoanobe extendeither

the state machine described r]nlm'e 'wautH: ﬂe’?a&a'iaa]rF 6trfé|5f||e§)ra90\5v Defifitation of

Experience haslemonstratedhat channel contracts are valuable sophisticated propertiesFor example, abasic manifest is
tool for preventing and detecting mistak€sogrammers on the insufficientto verify that aMBP is type safe or that itses onlya
team were initially skeptical of the value of contract3he specific subset of channel contradterification ofthe safetyof
contract conformance verifier was not completed until almost a compiled code requires additional metadat®BP binary files
year after our first implementation of the network stack and web
server When the verifier came online, iilnmediatelyflagged an
error in the interactin between network stack and web server
The erroroccurredwhere theprogrammerfailed to anticipate a
lack of data on an incoming sockeis expressed by NO_DATA
message The bug existed in the web servér almost a year
Within secondsthe verifierflagged the error and identified the
exact circumstances under which the bug would be triggered.

To facilitate static verification of as many rutime propertiesas
possible,code br Singularity MBPsis delivered to the systelas
compiled Microsoft Intermediate Language (MSILbinaries
MSIL is the CPUindependent instruction set accepted by the
Microsoft Common Language RuntimeCKR) [7]. Singularity
uses the standard MSIL formatwith features specific to
Singularity expressed throudSIL metadata extension®g/ith a
few exceptions, the OS compiles MSIL into the native instruction
Channel contracts provide a clean separation of concerns betweeset at install timeReplacing JITcompilation with instalttime
interacting components and help in understanding the systemcompilationis facilitated bythe manifest whichdeclaresall of the
architecture at a high leve$tatic checking helps programmers executable MSIL code for SIPs created from the MBP
avoidruntimefl me s s awnderstonoal errors Burthermore the
runtime semanticfor channelgestricts failure to be observed on including the kernel, device drivers, and user applicatiove

receives only, thugliminating handling of error conditions at  p5ye demonstrated that MBPs are especially helpful in creating
send operationwhere it is itonvenient. fiselescribingdo device drivers wit

2 3 Manifest-Based Programs propertieq25]. Singularity systemsise manifest features to move

. : . . . commandine processing out oélmost all applicationsand to
lh:térrlrllrsdi;oltjr?gal\ﬁllga?eilcggsgéu;fsitgxiiﬂrgg;) n Atof/'lré%m?s“g centralizeit in the shellprogram Manifestsguide instaltime
Y ) h 109 7 compilation of MBPsWe believethat MBPswill play a role in
programdefined by astaticmanifestNo code is allowed to ruon

a Singularitysystemwithout amanifest.In fact, to start execution significantly reducing the costs of systemiministration but we
gulk Y X : ’ ) o have not yet completethe experimental work to validate this
a user invokes a manifest, not an executable file as in other

systems. hypothesis

A manifest describesa n M Bdde sesources its required 3. SINGULARITY KERNEL

system resources, its desired capabilities, and its dependencies c8upporting the architectural faondation of Singularity is the
other programsWhen an MBP is installd on a system, the  Singularity kernel The kernel provides the base abstractions of
manifest isusedto identify andverify thattheMB P 6 s meetsd e softwareisolated processes, contrdgsed channels, and
all required safety propertiesto ensure thagll of the MB P 6 s manifestbased programdhe kernelperforms thecrucial role of
systemdependencies can be met, aogrevent thénstallation of dividing systems resources among cetmy programs and
the MBP from interfering with the execution of any previously  abstractinghe complexities ofystem hardward o eachSIP,the
installed MBPsBefore execution, the manifest is usedligcover kernel provides a pure execution environmevith threads,
the configuration parameters affecting the MBP aedtrictions memory, and access toher MBPs viachannels.

on those configuration parametek&hen an MBP is invoked, the
manifestguides theplacement oftodeinto a SIP for execution,
the connection of channels between tigsv SIP and other SIRs
and thegranting ofaccesgo system resurcesby the SIP

Every component in Singularity is described by a manifest,

Like the previouedar26] and Spin4] projects,the Singularity
project enjoysthe safety and productivity benefits wfiting a
kernel in a typesafe garbagecollectedlanguage Counting lines
of code, @er 90%of the Singularity kernels written in Sing#

A manifest is more thajust a description of a programr an While most ofthe kernel is typesafe Sing, a significantportion
inventory ofa SIP6 s ccantérg it is a machinecheckable of the kernekodeis written in the unsafe variant of the language
declarative expregm of the MB P Gespected behaviorThe The most significant unsafe code is the garbage collestdich

primary purpose of the manifest is to allow static and dynamic accounts for 48% of the unsafe code in Singulaftther major
verification of properties of the MBPFor examplethe manifest soure@s of unsafe Sirgcode include the memory management

of a device driveprovides sufficient information tcallow instalF and l/Oaccesssubsystems Singularity includesmall pockets of
time verificationthatthe driver will not access hardwargsed by a assembly language code in the sgitaeesit would be used in a
previously installeddevice driver. Additional MBP properties kernel written in C or C+i+for example,the thread context
which areverified by Singularityincludetype and memorysafety, switch, interupt vectors, etc. Approximately 6% of the
absence of privilegethodeinstructions, conformance to channel Singularity kernel is written in C++, consistimgimarily of the
contractsusage obnly declaredchannel contractandcorrectly kernel debugger and lolevel system initialization code.

versionedABI usage



The Singularity kernelis a microkernel; all device drivers,
network protocols, file sysms, and user replaceable services
execute in SIPs outside the kernel. Functionality that remains in
the kernel includes scheduling, mediating privileged access to
hardware resources, managing system memory, managing thread
and thread stacks, and creatamd destroying SIPs and channels
The following subsections describaletails of the kernel
implementation.

3.1 ABI

SIPs access primitive kernel facilities, such as the ability to send
and receive messages, through the Singularity Application Binary
Interface(ABI). The Singularity ABI follows the principle of least
privilege [23]. By default, a SIP can do nothing more than

Feature Functions
Channels 22
Child Processes 21
Configuration 25
Debugging & Diagnostics 31
Exchange Heap 8
Hardware Access 16
Linked Stacks 6
Paged Memory 17
Security Principals 3
Threads & Synchronization 43

192

Table 2. Number of Singularity ABI functions by feature.

manipulate its own state, arstbp andstart child SIPsThe ABI
ensuresa minimal, secure, and isolated computation environment
for each SIP.

SIPs gain access to higHewel system services, suche ability

to access files or send and receive network packbtsugh
channels, not ABI functionsn Singularity, channel endpoirdse
capabilitieg19, 24] For example, &IP can only access a file if it
receives an endpoint to the file system from another Giannel
endpointsare either present when a process starts, as specified b
manifestbased configuration (Section4.1.1), or arrive in
messagesverexistingchannels

By design the ABI distinguishesmechanisms for accessing
primitive, procesdocal operations from highdevel services.
This distinction supports the use of channel endpointas
capabilitiesand verification of channel propertie®ynamically,
the ABI design constrainghe entry of new endpoinds new
capabilitie® into a SIPto explicit channelswhich have contracts
that specify the transferStatic analysis toolscan use typing
information to determine theapabilitiesaccessedy code For
example, a static tool can determine that an applicatioripligy
incapable of launching a distributed dero&iservice attack
because it does not contain cdtiat useshe networkchanrel
contract

The kernel ABI is strongly versioned. The manifest for each MBP
explicitly identifies the ABI version it requires. At the language
level, program code is compiled against a specific ABI interface
assembly in a namespace that explicitly narhesversion, such

as Microsoft.  Singularity. V1. Threads . A Singularity
kernel can export multiple versions of its ABb provide a clear
path for backward compatibility.

Table 2 provides a breaklown of Singularity ABI functiors by
feature Students of ther microkernel designs may find the
number of ABI functions, 1920 be shockindy large The ABI
design is much simpler than the number suggestits design
favors eyplicit semantics oveminimal function entry points In
particular,Singularity condins no semanticallgpomplexfunctions
like UNI Xadtls or Wi n d oCrestebile

The ABI maintainsa systerawide state isolationinvariant a
process canndlirectly alter the state of another processugh
an ABI function Object referencesannotbe pased through the
ABI to the kernel oto another SIP Consequentlythe kerned s
andeachpr ocessb6s
calls affect only the state dhe calling processFor example, in
process synchronization objegtsuch as migexe$ cannot be
accessed across SIP boundarigtate isolation ensures that a
Singularity process has sole control over its state.

Crossing the ABI boundary between SIP and kernel catebe
very efficient as SIPs rely on software isolation instead of
hardware protectianThe best case is &IP ruming at kernel
hardware privilege levefring 0 on the 86 architecture) in the
same address space as the kerA&ll calls, however,are more
expensive than functions calls &y mustdemarkthe transition
between the S syarbagecollection space and the kernél s
garbagecollectionspace

311 Privileged Code

In any OS, system integrity is protected @yardng access to
privileged instructionsiFor exampleloading a new page table can
subverthardware prote@in of processmemory,so an operating
systemsuch asWindows or Linux willguard accest® code paths
that load page tablel an OSthat relies orhardwareprotection
functionsthat containprivileged instructionsmust executein the
kernel which runsat a different privilege level than user code

SIPs allow greater flexibility in theplacementof privileged
instructions Because typeand memory safety assure the
execution integrity of functionsSingularity canplace privileged
instructiors, with safey checks in trusted functions that run
inside SIPsFor example, privileged instructions for accessing I/O
hardware can bsafelyin-lined into device drivers at installation
time. Other ABI functions can ben-lined into SIP code at
installation time asvell. Singularity takes advantage of thiafe
in-lining to optimize channel communication and the performance
of language runtimes and garbage collectors in SIPs.

3.1.2 Handle Table

While the design forbids crossABI object references, it is
necessary for SIPode tonameabstracbbjects in the kernesuch

as mutersor thread. Abstract lernel objects are exposed to SIPs
throughstrongly typed, opaque handithat referencelots in the
kernel 6s Inside thé kernel, andid table slots contain
references tditeral kernel objecd. Strong typing preventSIP
codefrom changing or forgingon-zero handlesin addition, slots

in the handle table are reclaimed only whe8IRB terminatesto
prevent theSIP from freeing a mutex, retaining its handledan
using it to manipulate anothed | Pdbjsct. Singularity reuse
table entries within &IP, as retaining a handle in this case can
only affect the offending SIP

3.2 Memory Management

g ®reduim gdependentlyAB! ¢ t o most Singularity systers the kernel and all SIPs reside in a

single adress space protected with software isolatidie
address spagcis logically partitioned inta kernel object space, an
object space for each SIP, and thechange heap for
communication of channel data. A pervasive design decision is



the memory independee invariant pointersmu st  poi nt
own memory or to memory owned by the SIP in #xehange
heap.No SIPcanhave a pointer to ano
invariant ensures that each SIP can be garbage collected an
terminated without the coopeiat of otherSIPs

A SIP obtains memory via ABI calls to theker nel 6s h
manager, which returns new, unshared pages. These pages ne Exchange Heap
not be adjacent t@ SIP6 greviously allocatednemory pages B

becausehe garbage collectors do not require contigunasiory,
though blocks of contiguouspages may be allocatefdr large
objects or arrays. In addition to memdor theSIP6 s code
heap data, &P has a stack per thread and acteskeexchange  Figure 3. Pointers in process heaps and the exchange heap.

heap interrupt or exception frame, before the handler switches to a
3.2.1 Exchange Heap dedicatedperprocessoimterrupt stack

All data passed between SIPs mustdesi the exchange heap. 3.3.2 Scheduler

Figure3 shows how process heaps and the exchange heap relaterhe standard Singularityscheduler is optirged for a large
SIPs can contain pointers into their own heap and into the nymber of threads that communicate frequently. The scheduler
exchange heap. The exchange heap bwlgs pointers into the  majntains two lists ofrunnable threads. The first, called the
exchange heap itsefhot into a process or thieernel) Every unblocked list, contains threads that have recently become
block of memory in the exchange heap is owned (accessible) by afynnaple The second, called tipgeemptedist, containgunnable
most oneSIP at any time during the execution of the system. Note nreads thatvere preempted. When choosing the next thread to
that it is possible fom SIPto hold dangling pointers into the 1 yn the scheduler removes threads from the unblocked list in

exchange heap (pointers to blocks that $ife no longer owns FIFO order. When the unblocked list is empty, the scheduler
Static verificationensures that the SIP will nevaccessnemory removes the next thread from the preempted (éifgo in FIFO
througha danglingpointer ordel). Whenever a scheduling timer interrupt occurs, all threads

To enable static verification of this property, we enforce a  in the unblocked list are moved to the end of the preempted list,
stronger property, namely thatSIP has at most one pointer to a  followed by the thread that was running when the timer fired.
block at any pmt in its execution (a property called linearity)  Then, thefirst thread from the unblocked list is scheduled the
Ownership of a block can only be transfertedanother Sifby scheduling timer is reset.
sending it in a message across a channel. Singularity ensures thathjs two list scheduling policy favsrthreads that are awoken by
aSIPdoes not access a block after it has sent it in a message. a message, do a small amount of work, send one or more
The factthat each block in the exchange heap is accessible by anessages to othe&IPs and then block waiting for a message.
single thread at any time also provides a useful mutual exclusionThis is @ common behavior for threaumning message handling
guarantee Furthermore, block freeing is enforced statically. On loops. To avoid a costly reset of the scheduliagdwaretimer,
abrupt process terminationlobks in the exchange heap are threads from the unblocked list inherit the scheduling quantum of
recovered through reference countingBlock ownership is  the thread that unblocked them. Combined with the-listo
recordedso that allrelevantblocks can be released wharSIP policy, quantum inheritancallows Singukrity to switch from
terminates. user code ora thread in one SIP taser code ora thread in
another SIAn as few as 394 cycles.
3.3 Threads

The Singularity kernel an®IPs are multithreaded All threads 3.4 Garbage Collection
are kernel threadhatar e vi si bl e t or whicle k @arbage|cellectios gshandegserdiabmponent of most safe

coordinates blocking operatians mostSingularity systemsthe languages as it prevents memory deallocation errors that ca
performance ofkernel thread context switches is closer ttoe subvert safety guarantees. In Singularity, kernel &t object
performance expectedf user threadsbecause no protection  spaces are garbage collected.

mode transitionsare necessary foSIPs runningin the kenels The large number oéxisting garbage collection algorithms and

address space aadlitshardwareprivilege level. experience strongly suggest that no one garbage collector is
3.3.1 Linked Stacks appropriate for all system or apgdiion codg10]. Si ngul ar i t y «

Singularity uses linked stacks to redabbeeadmemory overhead architecture - decouples the algorithm, data structures, and
9 y >MOTY OV ' execution of eacls | Pgérisage collector, so it can be selected to
These stacks grow on demand by adding -cmmtiguous

seaments of 4K or mor e Sin ua\ccommloqate the behavior%of c de i? 8ie andrtof run without tati
S€g . _ ) 9 g obal cboritaflor. The fodF Bspectg of Sin%u‘?arity tRal nfaRe thid
interprocedural analysis to optimize placement of overflow tests

[28]. At a function call, f stack space imadequatgthe SIP code possible are: eacBIP is a closed environment with its own run

callsan ABI, which allocates a new stack segment and initializes time support; pointers do not croS or kernel boundaries, so
the first stack frame in the segménbetween the running collectors need not consider cregmce pointers; messages on

procedure and its calldeto invoke the segment unlink routine channelsare rot objects, so agreement on memory layout is only
which will releasethe segment when the statkmeis popped. necessary for messages and other data inekvhange heap

For SIPs running ining O on an x86, the current stack segment which isreference countednd the kernel controls memory page

allocation, which provides a nexus for coordinating resource
must always leave enough room for the processor to save anocation



Silgul arityos runti me systems countains atheast oye reseivg gnad ané sendl actioe. This simpke sule o f
collector® generational senspace, generational sliding guarantees thateither endpointan send an unbounded amount
compacting, an adaptive combination of the previous two of data without having to wait for a messade allows static
collectors, marksweep, and concurrent maskveep. We currently  allocation of queuebuffers in an endpoint. Although the rule

use theconcurrent rark-sweep collectofor system code, as it has  seems restrictive, we have not yet seen a need to relax this rule in
very short pause times during collection. With this collector, each practice.

thread h_as a s_,egregated free list, which eliminates _thref"‘dPreallocating endpoinueus andpassing pointerto exchange
synchronization in the normal case. A garbage collection is heap memonynaturally allow izer o copyo i mpl eme
triggered at an allogmn threshold and executes in an 4 5|p subsystemssuch as the/O stack. For example, disk
independent collection thread that marks reachable ObJeC'[S'buf'fers and network packets can be transferred across multiple

During a gollegtlon, the collector stops. each thread to scan 'tschannels, thragh a protocol tack and into an application SIP
stack, which introduces a pause time of less than 100 ithout copying

microseconds for typical stacks. The overth@f this collector is
higher than noroncurrent collectors, so wegypically use a 3.6 Principals and Access Control

simpler norconcurrent marsweep collectofor applications. In Singularity, applications are security principal$fore

Each SIP has its own collector that is solely responsible for precisely, principals are compound in the sense of Lamgsah

reclaiming objects in its object space. Froma c ol | e c t [46, btheyreflect the application identity of the current SIP, an
perspective, a thread of conttblatenters or leaves @IP (or the optional role in which the application is running, and an optional
kernel)appearsimilar to a call or a caback from native code in  chain of principals through which the application was invoked or
aconventional garbage collected environment. Garbage collectiongiven delegated authoritylsers, in the traditional sense, areesol

for different object spaces can therefdre scheduled and run  of applications (for example, the system login program running in
completely indepetently. If a SIP employs a stopheworld the role of the logged in user\pplication names are derived

collector, a thread is considered stopped with respect t6 thé® 6 s from MBP manifests which in turn carry the name and signature

object space, even if it is raoimgin the kernel object space due to  of the application publisher.

a kernel call. The thread, howeves,stopped upon return to the |5 the normal case, SIPs are asated with exactly one security

SIPfor the duration of the collection. principal. However, it might be necessary, time future, to allow

In a garbage <collected envi r ¢ndlinle pringipalsaper tSHrte aveid excessivie StPkcreagiam int a i n
object references that are potential roots for a collector. Calls intocertain apps that exert the authority of multiple different

the kernelalsoe x ecut e on a us emy stoler e pridcpals. Te supporkthisausagpattern, we allow delegation of

kernel pointers in this stack. At first sight, this appears to violate authority over a channel to an existing SIP.

the memory independence invariant by creating €8BS Al communication between SIPs occurs over channels. From the
pointers, and, at least, entangles the user and kernel garbagsoim of view of a SIP protecting resources (for examfles),
collections. each inbound channel speaks for a single sgcprincipal and

To avoid these problems, Singularity detenthe boundary that principal serves as the subject for access control decisions
bet ween each spaceds stack f rraadewth respast toathatgchannBiagylerity acsdsd aorgrol ésr ne e
not see references to the other space. At a -spese(SIP - discretionary; it is up to the file system SIP, for example, to
kernel or kernel- SIP) call, Singularity saves callemved  enforce controls on the objects it offerShe kernel spport
registers in a special structure on the stack, which also demarks &eeded to track principaames and associate principals with SIPs
crossspacecall. These structures mark the boundary of stack and channels is fairly minimahccess control decisions are made
regions that belong to each object space. Since calls in thelke by matching textual principals against patterns (e.g., regular
ABI do not pass object pointers, a garbage collector can skip overeXpressions), but this functionality is pided entirely through
frames from the other spac@hese delimiters also facilitate ~ SIP-space libraries as discussed by Wotsteal.[30].

terminatingSIPscleanly. When &IPis killed, each of itshreads 4. DESIGN SPACE EXPLORATION

is immediatéy stopped with a kernadxception, whickskips over . i - ) .
and deal locates the processos Instheprevousssectionsave described the architectural foundation
of Singularity SIPs, channels, MBPs, atige Singularity kernel
3.5 Channel Implementation Upon this foundation, were exploting new points in the OS
Channel endpoints and the values transferred across channeldesign spaceSi ngul ar i t yos pramenabilgtoed ar ¢
reside in theexchange heapThe endpoints cannot reside in a sound static analysis, and relatively small code base make it an
S| Pobjsct space, since theyay bepassed across amaels. excellent vehicle for exploring new optionk the following
Similarly, data passed on a channel cannot reside fmocess, subsections, we describe four explorations in Singularity
since passing it would violate the memory irependence  compiletime refection forgenerative programmingupport for
invariant. A messagsender passes ownership by storing a pointer hardware protection domains to augment Shasdwareagnostic
to the message in the receiviegdpoint at a location determed heterogeneous multiprocessimgd typed assembly language.

by the current state of the message exchange profwaisender g 41 Compile—Time Reflection

then notifies the scheduler if the receiving thread is blocke ) ) ) )
awaiting toreceivea message The Java and CLR runtime environments provitezhanisms to

. . L dynamic inspecexisting code and metaddtgpes and members)
In order to achievezercallocation communication across as well ago generag new code and metadas run time These

channes, we enforce a finitenesgqperty on the queue size of  apapilitie§ commonly called reflectich enable highly dynamic
each channel. The rule we have adopted, which is enforced byapplications as well as generative programming.

Sing#, is that each cycle in the state transitions of a contract

7



Unfortunately, he power of runtime reflectioncomes at a high transform  DriverTransform

price. Runtime reflection necessitategxtensive rustime where $loRangeType: loRange {
metadata, it inhibit€ode optlmlzatlorbecause ofhe possibility class _SDriverConfig  : DriverCategoryDeclaration {
of future code changes, it can be used to circumvent system glogangeAttrlbute(*)] )

security and informatiorhiding, and it complicates code oRangeType $Sioranges;

generation because thfe lowlevel nature of reflection APIs. public readonly static  $DriverConfig Values;
We havedevelogd a new ompiletime reflection(CTR) facility generate static ~ $DriverConfig () {

[9]. Compiletime reflection (CTR) is a partial substitute for the Values = new $DriverConfig ()

CLR6s full r e fThee aore ifeature of @TRaigb i | i . , ]

high-level constructin Sing# called atransform which allows e e Conta cercono: O
programmers to write inspection and generation code in a patterr Tracing.Log(Tracing.Debug, "Config: {0}",

matching and template styl#he generated code and metadata config. ToPrint()) :

can bestatically verified to ensure it iswell-formed, typesafe forall  ($index = 0; $f in  $$ioranges; $index++) {

$f = ($f.$loRangeType)

and not violate system safety propertiégd the ame time a config. DynamicRanges($index];

programmer can avoithe complexities of reflection APIs

Transforms can be provided by application developers or by the } J
OS as part ofits trusted computing basé@ransforms can be

applied either in the frorend compileras source is converédo Listing 3. CTR transform for device driver configuration.
MSIL (Microsoft Intermediate Languadea highlevel, language
H i i ] [DriverCategory]
!ndependent program representat_umT)_at mst:_;llltlme, asMSIL [Signature("/prp/PNPB003"]
is read, before beingpmpiledto native instructios In the sealed, internal class Sb16Config : DriverCategoryDeclaration {
i loPortRange(0, Default = 0x0220,Length = 0x10
typesafe worldof a SIP,OS-provided transformsan enforce [loPortRangs o(nly oPorahae gasepons;)l
system policy and improve system performanas they can
safelyintroducetrusted code into an otherwise untrusted process.  [loPortRange(1, Default = 0x0380,Length = 0x10)]
internal readonly loPortRange gamePorts;
4.1.1 ManifestBased ConfiguratiOIby CTR internal readonly static Sb16Config  Values;

An early useof CTR wasto constructboiler-plate code forSIP
startup from the declaative specifications ofconfiguration }
parametersin a MBP manifest. The generated code retrieves
startuparguments through a kernel ABI, casts the arguments toListing 4. Declarations of requirements in SB16 driver.
their appropriate declared type, and populates a startup object fo -

the SIP. This CTR transforncompletdy replace traditional ~ ©/25S SBI6Config {

stringbased processing of commalite arguments in programs static  Sb16Config O{

with declarative manifedtased configuratian A similar Values = new Sbi6Config ();

transform is used tautomatethe configuration of device drivers

reflective private Sb16Config ();

private  Sb16Config () {

from manifest |nformat|or[125]. loConfig con  fig = loConfig.GetConfig();
The tansformin Listing 3, namedriverTransform , generates T e FoPriniQ):

the startup code for a device driver from a declarative declaration basePorts = (IoPortRange)config.D r o]
B - H aserorts = (loFPo ange)contig. namicranges|0|;

o f the . d _r ve r GCB_ exanmleibeldectaratmls Imee gamePorts:(IoPortRar?ge)conf?g.DyynamicRargges[l];

the SB16 audio driver describequiremento access banks of 1/0 }

registers through thePortRange class see Listingd.

Listing 5. Output of transform to SB16 code.

DriverTransform matches this class, since it derives from

DriverCategoryDeclaration and contains the specified The example also illustrates that code generated by a transform
elements, such as\alues field of the appropriate type and a can be type checked when the transform is compiled, rather than
placeholder for a privateoastructor. The keywordeflective defaring this error checking until the transform is applied, as is

denotes a placeholder whose definition will be generated by athe case with macros. In the example, the assignmevildes
transform using theimplement modifier. Placeholders are is verifiably safe, as the type of the constructed object
forward references that enable code in a program to refer to coddg$DriverConfig ) matches the type of théalues field.

subsequently produced by a transform CTR transformsave proven to be an effective tool for generative
Pattern variables in the transform start with $ signs. In the programming.As we apply CTR to new domairis Singularity
example,$DriverConfig is bound toSb16Config . A variable we continue to improve the generality of the transforfst
that matches more than one element starts with two $ signs. Foexample, recent experimentvith using CTR transfoms to
example,$$ioranges  represents a list of fields, each having a generate marshaling codeve necessitatedncreasedransform
type $l oRangeType derived fromloRange (the types of the expressiveness

various fields need not be the same). In order to generate code for . .

each element in collections (such as the collection of fields 4.2 Hardware Protection Domains

$$ioranges ), templates may contain th@ral  keyword, Most operating systems use CPU memory manageragitt
which replicates théemplate for each binding in the collection. (MMU) hardwae isolate processes by usigo mechanisms.

The resulting code produced by the transform above is equivalentFirst, processes are only allowed access to certain pages of
to Listing 5. physical memory. Second, privilege levels prevent untrusted code

from executing privileged instructions that manipultie system
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Figure 4a. Micro-kernel configuration | Figure 4b. Monolithic kernel and | Figure 4c. Configuration with distinct
(like MINIX 3). Dotted lines mark monolithic application configuration. policies for signed and unsigned code.
protection domains; dark domains &
userlevel, light are kernelevel.

resources that implement processesh agthe MMU or interrupt
controllers.These mechanisms hamerttrivial performance costs
that are largely hidderbecausethere has beemo widely used 1.40 +33.0% t37.7%
alternative approactor comparison 1204 safe code Tax 189% [ |

To explore the design traddfs of hardware protection versus 1.00{ (:4.7%
software isolation, recent work iingularity augmentsSIPs, 0.80
which provide isolation throughanguage safety and static
verification, with protection domaingl], which can provide an
additional level of hardwarbased protection around SIPEhe
lower runtime cost of SIPs makes their use feasible at a finer 0.20
granularity than conventional proses but hardware isolation 0.00
remains valuable as a deferisadepth against potential failures in Noruntime  Physical  Add Add Add - Full
software isolation mechanisms or toake available needed e ey e Dy g s Mierokemel
address spaaen 32bit machines

Protection domains are hardwareforcedprotection boundaries ~ Figure 5. Normalized WebFiles execution time

which canhostone or more SIPs. Each protection domain consists microkernel systemsuch asMINIX 3 [12] (see Figureda). A

of a distinct virtual addr ess smduarfyesysterh Wih @ kel &IGnaiR hdtig b, enfor
memory isolation in a conventional manner. Each domain has itsdevice driverS, and services ana|ogous to a Conventionall

own exchange heap, which is used for communications betweenmonolithic operating syste, butwith more resilienceo driver or

SIPswithin the domain. A protection domain that does not isolate servicefailures (see Figuretb). Singularity also supportsnique

0.60
0.40

its SIPs from the kernel is calledkarnel domain All SIPs in a hybnd combinations of hardware and Som$0|ati0n’ such as
kernel domain run at t he pr o G&eetdrPof Kerhel dSmhiRLhhsed o Sghed @dieliguredo)e g e | e
(Mmng 0O on the x86 architeceure), and share the kernel s exchan

heap, thereby simplifying transitions and communication betwee 4.2.1 Quantifyingthe Ursafe Code Tax

the processes and the kernllon-kernel domains run at user Singularity offersa unique opportunity to quantify the costs of
privilege level (ring 3 on the x86). hardware and software isolation in an apgteapples
Communication within a protection domain continues to use ¢0mparisonOnce the costs are understood, individspstens

Singularityos -gassing séchemet Howeeef, e ¢apchqose tause hardware isolation whets benefits outwigh
because each protection domain resides in a separate addref8€ COStS

space, communication across domaiaquiresdata copyingor Hardwareprotectiondoes not come for free, though its costs are
copy-onwrite page mappingThe messagpassing semantics of  diffuse and difficult to quantify Costs of hardware protection
Singularity channels makes the implementatimasstinguishable include maintenance of page tablespft TLB misses, cross
to application code (except for performance). processorTLB maintenancehard paging exceptions,nd the

additional cache pressure caused by OS emdedata supporting
Jrardware protectianin addition, TLB access is on the critical
path of many processor desigi2zs 15] and so might affecboth
processor clock speeand pipeline depthHardware protection
increases the cost of calls into the kernel and process context
switches[3]. On processors with an untagged TLB, such as most

i o ) ~current implementations of the x86 architecture, a process context
Because multiple SIPs can be hosted within a protection domainswitch requires flushing the TLB, wehi incurs refill costs.

domains can be employed selectively to provide hardware ) o )
isolation between specific processes, or between the kernel andrigure5 graphs the normalized execution time foe WebFiles

A protection domain could, in principle, host a single process
containing unverifiable code written in an unsafe language such a:
C++. Although very useful for running legacy codeg Wwave not
yet explored this possibility.Currently all code within a
protection domairis also contained withia SIP, which continues

to provideanisolation and failureontainmenboundary.

processes. The mapp|ng of SIPs to protection domaiasus- benchmarkin six different Configurationsof hardware and
time decision A Singularity system with a distinct protection Software isolationThe WebFiles benchmqrits an 1/0O intensive
domain for eachSIP is ana|ogous to au”y hardwareisolated benchmarks based on SPECwebRB9consists ofthree SIPs: a






